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® Eh ki
¥ Windows %8 & & , PCAnywhere , VNC
® i3
¥ MSN, Skype, QQ

e P2P
¥ FOXY -~ BitComet ~ eDonkey
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F 4% MSN Messenger

@uﬁm

i A\: *E-Rain Stops<shelbyxu@hotmail.com=

€ ©Rain Stops K AE Y, % E-Rain Stops MEER B,

Fobbie|TELinux F T {F i5.:
I have only 266 ram, CPU iz 1.7G

' IZ--Rain Stops i#:
b — should be ok for so few running apps.
@ ik UE--Rain Stops i
zo who ic eating up CPU? SN Messenger
Robbie| T Linux F T {F %
WA Jefrey< FF&kontact
IZ--Rain Stops if: E
kontact wouldn't have been like this. ]
Robbie|fELinux | =
hi, jeffrey, - — =
RobbefeLnec| | 0L ZI[10 = @ A B 7 U
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Nine Tor nodes and 4 users / Tor nodes
A: Alice connects to Bob - B: Bob connects to Dave
J: Jane connects to Alice - D: Dave connects to Jane

B[
s
+E

® 1| * P2PE 4 i if
®2010£67 » ¢ FE 35530 44




TR Hp

www.hacker.net
Y BF 183 ¥ AD Server
127.0.0.1 <~
B 81 , -
[ptranet ,
K i 7 www.hacker.net
Hacker DNS
Server >0
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g%%“gg Server
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www.hacker.net
211.1.2.3

e o Hp =
ey B4 13 211.1.23 &% —‘,!1’ AD Server
/1 Ep
4 E
Remote Control
Intranet
Hacker DNS Ko il
Server 211.1.2.3:80
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Remote Control

DNS
Server
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DRM-3A R P 5 3&

® 3% Authentication (Access Control)
b e imiE v 24208 (RSA,AES,..)
b 5% & Microsoft AD ~ PKI ~ g Rryfit. & 8 Ste 58 3038
® =4 Authorization
b AFE S FIE S 13T
» B o R
b I# PrintScreen ~ ScreenCapture
P G AEFTT N 0 REH
P R APIRERIR A
® 7%+ Auditing
""Ef ﬂf*?;,zﬁ?fﬂf*?}va
boaE SRR ARG




7 % (Data Leakage Protection)
z\f_;ﬁ:é’ = R R P s R R
PERPBREFSE
éﬁj%#iﬁﬁéﬁﬂ

7 % (Data Loss Prevention)
%”ﬁﬁ*" = RRY R R R
PEZ g TR
e AR TN A S
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P RX 2h%
|

B R T R

& -3 8 (Spyware)

EH ’gﬁﬂtﬁ:{a)ﬁsi (Malicious Mobile Code)
£ 4.37 ¥ (Phishing Attack)

4% RI&r ¥ (Key-logger)

Z1itaMaReT AT
R TR
— R B4 (Web TV, Youtube)
— Rz 3 ¥ (Internet radio)
— .éH%aEéai‘—(Web HDD)
— AP ¥ (& %] =, Myspace)

¥ pFid 2 (Instant Messaging)
P2P:§$§? (Peer -to-peer file sharing)
Tunnel i i

BFRERMEOBR TR AR
F R HRER T R
Web Mail ~ Web 2.0 i

G




FASE {4 B> 1t . 01011100 0xB6751
2 g} F F* #‘5 % . 11010011 0xB61C1
00 100100 g——
1000111 OX190C1
01110101 A

01101011 0x93005
0110011 0x590A9

0111101 _OxA0001 _

a5 R N A M

#¥ i Pk -l 31

Folder/ j_ :

Share Folder
with Documents

Properties \{ Forensics ‘{ History \

Details: FW: Here is the spec(Ws3838)

Source: @ ‘W @msl.hinet.net Inddents by this Source
Destination: '« o @ms 1.hinet.net

|IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

Email / SMTP

EpE R

— Violated Policies
i) Confidential/ws_H48 8% > #F (PredselD File Fingerprints)

WCPSMAMAGER \cS\tempitest_doculearnSource WS _Spec_3.doc

100%: Detection

5
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DLP — FL B %

PreciselD Record Fingerprints Policy Properties

Sarnple Data I Folicy Rules | Schedule I Channelz I Authorization I Actionz I
General I Databaze Table Mame | Incremental Fingerprinting I % alidation Script I

& Fram T able/iew: PreciselD Record Fingerprints Policy Properties

"CrypstalD v "dbo""C_Member'!

Select ¢ AllFiElds General I Datal:uas.e | T able Mame I [nizremental Fingerprinting I W alidatior
O e A e . Sample D ata Falicy Rules | Scheduls I Chatinels I ftharization I :
= Display Mame | Databaze Field Mame ||'- 5
: O member_id "member_id" . —[
= [ emil “email* T Rule Dictionary | Dictionany Fi.. | Thrashold
= pazaword "pazzword" = T
. ., b O Qift_id 20
¢ [ name name . "email' and "password" 3
. name_aliaz "hame_alias" . "armail and "harme" 5
.lllllllllllllllllllllllllllllllll. "name" and "name alias" an... T
Where: =
™ " “name" and "tel_home" and " ... 4
7 5EL Buen:
= L 2 _;F'J ~ L "j— x |J
EHEIRE F R = CF = EHARR

‘(P‘ )‘3}%2&‘:‘ ° acd. | [ Edi. | [ Deee |

Mote:  The policy will be tiggered if at leazt one of the miles i matched.
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DLP — %Fp gl 1T

pkil,b .J-

01011100 OXB6751
— 11010011 OxB61C1
% 00 100100 0x5BD41
% _ 1000111
_ Extract |—— 01110101 0x190C1
0110011 0X590A9
_ 0111101 0XA0001
-
P‘ :IF = ‘SLE » s , 7 v =
Q,;*;P;jpx ~ pRFZ Ho &g R
¢ EE ® AR S B 5 B i 4% 2 %5l
Ve
EL Fﬁ lé /PJ
p——— 01011100 - .O;:S.BTD::L. . "
— 110100110 : . W Rt
- — 000101100 s Ox190CL = F
Extract |—— 100100 2 93008 i
hFEenp E B ARFS e #&¥ =
(E-mail, Web, Fax, VAR G R NBE: 5 B 4%
Print, ...)
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3.HTTP /HTTPS / FTP

REHT e || oEEE | jem | ETEEENEER TH158 (1 55800AT) @
i IrfEE: test@docutek t
[ : test@docutek.com.tw
HinEiEEl G2 . -
Sk FEEE | R R4
B85 (1) X5 FEFEERH PSR
A & e
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@ calvin2408 =F " xiﬂi-l 5 "N - I
@ maggiesung?{ o0 FRERERE E = em
@ micludu = SR - TR0 -
=h € EEEE | SREED B8

EfE EEm

S

maggie~ & Brpee hine {ogy Ine

W EROERAT
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Network & Endpoint
kS >
L¢ Wi Assign.. B& Release.. | Mare Actions - | F Fiter - | i Favorites = l:TE Pé' d lJ ‘/"( *év
- D) Ve
Filter: Default Filter T 6 Humber of Filtered Incidents: 174 E ‘_‘ fl\ ?F =
B tHmY 12
THRAEPNF
||:||ID E||Date&nme = E||5uume E||Por|qr1:ateg-uries E||channel E||Destinatiun
[]]135348 | 17 Mar, 2009, 02:31:03PM | B i Al @ HTTP i me S Moderate | Audited 1|0 1038
[[] 135342 | 17 Mar. 2009, 02:28:35 PM | g tek, com, by | s me o BEEESEAS AN, | = sMTP kLo ol = = Moderate  |Motified, Audited 2
[]| 135331 | 17 Mar. 2009, 02:28:21PM || = EE m ISR, @ HTTP mail.google . com = Serious Motified, Audited 3| W ke
[]/ 135320 17 Mar. 2009, 02:28:08 PM | B BRI | @ HTTP mail.google. com = Serious Motified, Audited 3 W 10KB
[J| 135203 | 17 Mar. 2009, 02:27:25PM | & & & Credit Cards; FCRA; ... @ HTTP migil.google. com = Critical Motified, Audited 34 W 33KB
[ 135198 | 17 Mar. 2009, 02:21:10 PM | s mwweutek. com. tw | Aaron Lab Test F4 SMTP ot EEEEEE—E ) — Moderate | Motified, Audited 1| W 558 KB[ =1

L .
‘ GM II fi=Elt || SR

Properties ;' Foremsics % History

E— = x| vEEE | s SEEEEER TE201 (26 5EMN
|@ g;ziﬂﬁ ik : test@docutek com.tw
M@ GO _ _
§f¢fﬁfﬁ llIIIMLMIIIIIIIIIIIIIIIIIIIIIIIIIIIII:
Hig (1) RS BRI R .
ErE &% E & ] Customer Records.xls 38.00K E
wrigapik (237) E Customer Records2.xIs 35.00Kk I | A% .
i L :
5 K B 7 U F 1Ty T = == i= i= & = i E

i"" S, R T 0 ES T e |




= | Wil Assign.. | e Release.. | More Actions

i 0966 [#][M]

i Properties '“-:: Forensics '“{ History "'-.k

Source: (@) L AMBERT-NBYambert
Destination: (i USE 2.0 Flash Disk

oL

Run As User:

File Details

File Name:
Attachment Size:
Endpoint Details
Endpoint Type:
Application Name:
Device Mame:
Device Type:

Policy Version:

Details: File copied: "C:\temp\W5S_Spec_2.doc” to removable device

recise ocument Fingerprints)

LAMBERT-MEYambert

C:\temp\W5_Spec_2.doc - 26 KB
26 KB in total

Desktop
EXPLORER.EXE
LISE 2.0 Flash Disk
Removable Device
42

g B A D FIRAS




—_— L a4 F\ssjgn... (@5 Release . I More Ackions v.| T Fileer ~ I - Favu:nrites.v | B B IZ| | = | |J_,-..,v |'_'EA'
Filter: | Erian T @ —_ _i ID: 10000 |T"Iﬁ|
LA : FlLH
=
Dm []| pate & Time (]| Source 0 Incident Details | . |
|:| 10000 12 Aug. 2008, 05:42:49 AM DS5-Client B Jr— —
[] 10049 12 nzg. 2008, 08:58:02 AM DSS-CI::;I: Skaktus: L'L- Mew o
|:| 10092 12 Aug. 2008, 09:30:22 AM | DSS-Client . —
[ 10145 12 Aug, 2008, 09:31:05 AM | DS5-Client % Llrgenc';.-'. — |""'|IIII:|EFEI|IE:
[ 10152 1Z Aug. 2008, 09:37:03 AM | DS5-Client - ; ;
[] 10470 12 Aug. 2008, 04:52:47 PM  DS5-Client T Detected t":"" Endp':'"-'t Agent
[] 10181 12 Aug. 2008, 11:15:56 AM jondon@ipdemo.cd % | Local Diake Detected: 12 Aug. 2008, 05:42:52 AM GMT-0700
[] 10185 12 Aug. 2008, 11:17:06 &AM jlondon@ilpdema.co E T !
[] 10191 12 Aug. 2008, 11:17:55 AM | jondon@ilpdemo.cg a |':'|I'I-3|':."EE=E| |:I':.": EI'II:lIZII:III'It SErver DSSMEII'IEII;IE!F
[ ] 10197 12 Aug, 2008, 11:17:56 AM  jlondon@ilpdema.cd - . :
[] 10203 12 Aug, 2008, 11:17:56 AM | jlondon@ilpdsma, oo = ||:||I:|:|I:I|'|. 'ﬁ'UdltEd
[] 10209 12 aug. 2008, 11:17:56 AM jlondon@ilpdemo. oo F'.SSiI;II'IE!Ij ko UHESSiI;II'IE!Ij
['4] ; : :
_ Zhannel: 0 Endpoint Applications { Paste ) :
Properties | Forensics | | Protacol: O File
Details: i_ontent pasted from applicati Incident Tag: I"-.I,I'.':'. Ll
Source: @ Ds5-Client  Incidents by Dake & Time: ; 12 dug. 2008, 5:42:49 4
Source Details
Jeia nates Full Marne: L33-CLIENT Adminiskrakar
— Yiolated Policies FAE
@) PCL/PCI: Credit-Card Numbers ... 1 Username: D55 CITIENT'I,.ﬁ.dmlnlstraI:I:ur
S0Z300oonTS49, 523 Lononaood 309 Hostnarme: D55-Client
(Z) FCRA/FCRA: CCM: All Credit Car... (F Run As User: [55-CLIEMNTV Adminiskrakar =
BO1Lxxxxxxx 7529, 36707456 File Details
File: Marne: EndpointCiata,txt - 794 B




Applications > Add Application

Define a new application, select an existing one or select a group of applications from the list:

— Application Selection

E'—‘T Application Group | IM

-

" Single Application |--- Select File ---

H =Y

& &

A BT AN AR

— Operation Selection
apply the Following settings:

=4 Print

L

| &llows Operation

[y CukfCopy |.ﬁ.II|:|w Cperation ;]
(7] Paste |.ﬁ.|:||:|l':.-' Conkent F'u:ulin:ies;!
#] File Access apply Conkent Policie s

fig Screen Capture | Allow Operation |

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII“IIIIIII

\_'5\

R
||:|! Mame
L] & m
[ 20 Email
Defaulk MOT Connecked
Defaulk Connecked

! Location Based Enforcen]

Always
Always
MOT Connected
Connected

" application Group

--- Select Group ---

— Operation Selecl:iun

Apply the Following sekki

&b Print Bl
[y CutfCopy All
J:l Paste ap
] File Access Ap
gl Screen Capkure | Al

‘Tnstant Messaging

--- Select Group ---
Collaboration

PZP File Sharing

Telephory, Conferencing, ..
Web Browsers

CRM

Daka Warehousing, Analyti, .
_ontact Managers

ERF, SCM

Word Processing
Spreadshests

Project Managers

Ermnail

Database

Presentation

Stark Technology Inc

R = 5
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Endpoint - T A&

Endpoints

¥ | 7 clobal Properties | @ Clienﬁz
. =
[cle

| [m]|Hostname [=] . IP Address E: Lo
D D55-Client 192.168.55.130  Ad
template-ab 192,1658.85.130 a

Showing 2 Endpoint{s)

w

More Datails

Data Discovery

Last Discovery Start Time:
Last Discovery End Time:
Discovery Scanned Files:
Discovery Status:

Mext Discovery Scan:
Host Details

Hostnane:

IF Address:

Logged-in Users:

iZlient Installation Yersion:
Endpoint Server:

Profile & Policy
Synced:

Prafile Mame:
iZlient Status:

Last Profile Update :
Last Policy Update:
Prafile Version:

Policy Yersion:

fctive Profile Services:
System Summary
25 Mame:

25 Version:

i_PLI;

Total Physical Memory:
Twpe:

MaC Address:

1]
Idle

kemplate-ab
192,168.85.130
a

7.0.0.42
D55Manager

X

Default
.4 Enabled

19 #ug, 2008, 11:32:59 PM GMT+HI700
19 Aug, 2008, 11:32:53 PM GMT+0700
i
0

Windows XP

|

Inkel(R) Core(TMIZ Duo CPU T7#700 @ 2
559 MEBE

WorkStation

00-0C-29-Fa-98-7h

Time:
Files:

: 7.0.0.42

u]
Idle

template-ab
192.165.88.130
a

DasManager

x

Default

4 Enabled

19 Aug. 2008, 11:32:59 PM GMT+0700
19 Aug, 2005, 11:32:53 PM GMT+0700
2

]

windows xP

5.1

Intel(R) Core(TM)2 Duo CPU T7700 @ 2,
539 ME

wWorkSkation

00-0C-29-F3-96-70




Endpoint — # 7~

Configuration = Endpoint Profiles > Endpoint Profile Properties

Endpoint Profile: Default Profile

General |/  Services ‘( Servers "{ Properties %
The Services are the warious applications, removable media and discove
For each Service to be restricted, select the service in the Services list
Services Discovery
Applications
Removable Media ] enabled
Discavery File Filter ¥ Schedu

— Filter by Type
* and 7 can be used as wildca
Include File Types:

* xlsy * pobx *oxltxg ¥, xlsm
* ppam; *.docm; *.vbs; *.p
* ppsm; *.c; * rtf; *.h; * . pd
* pptr; *.dotm; *.eps

Except:

*.ing; *.ima; *.raw; *.med;
* png; *oacr; *icop *iwdd;
* pgm; *.kcl; *.avi; *.windo
* drw; *.ine; *.nlmg *.mof; 4
* erwee ¥ avae * ke # anic

— Filter by Age
[ search only For Files that

— Filter by Size
" Discaver All Files
% Discover Specific Files

= Only files larger thar

Cnly Files smaller tha

Endpoint Profile: Default Profile

b A

Properties

General ¥ Services Y Servers
The Services are the various applications, remowable media and discovery tasks that can be restricked in the endpaint pro
For each Service to be restricked, select the service in the Services list and then configure the service properties in the ri
Services Discovery
Applications
Removable Media . EyabiE] . :
Discovery /  FileFilter }* Scheduler

— Schedule Period

Start 08/07f2008 |l am | 1%: 0% [AmM =] dient time
|| Duration Limit il 3':} Mirukes
— [¥| Recurrence Pattern
— DOptions
&« Craily Recur every day
£ Weekly
& Maonthly

% Mo end date

" End by | |:|
— Scan Type
% Differential Scan -
L1 Full scﬂ,everyl 1 :|_| scheduled scans

= Full Scan

I - —
5
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Endpoint — 7 5 % &%

el 1 BTG &R (T P TEIBE AT R 1 eh1 B S

Ve A
'. éLK — PK ?‘; E i—{t (MS Exchange ~ Lotus Domino ~ — 428 2 WebMail)
SRR R N R

. E:,PB? 31 “‘HL B- '1";'; (MSN ~ Yahoo ~ Skype ~ QQ ~ ICQ ~ Popo ~ RTX ~ Sametime ~ TM ~ UC -
)
Tt PR B E A N F 0 Bjren Bahg o

EEE BWD BRE SRL) WEE) SN GEM EEE EEELL IR aBy EWY NEE BWD BHE ERL) WEE AME AN BNE) ERENE TAD MEL Eee

KM@ e Bl 2@ -4 3 BXx el el g 2
4 et Seu Aws G o pa Pen J Y Nar Fax 4ms {av o oa @an ¥

wEns [EwWAR| win | MERE  Esas

renn
ADL L )
]
L )
e

Lt N
=R

Lt X
b B
L )
e

=T

L )
KERE iy Youn

- L]
T DEE I BRADLEY
E 5 FCERADLEY

PCBRADLEY
ey
ICBRADLEY
PE-BRADLEY
PCBRADLEY
PC-BRADLEY
PC-BRADLEY
PC-BRADLEY

AP EPEP PP PRV ERE PR

FWEP: SRS - briptech servett comy MEREERE | MG Y A A
1313 1936500 ~ 0071303 135330 | JWT [[=0ane [ Mocs. O, VabuOm, tanalls, VagrD and mary more
LLE] mAAT &
ERIE

MR - bepech i ot TR AN

B mmammes

SRR - g ot o SNSRI

-mn i L
A BN 13183 ik b o AL | B . AN S

Stark Technology Inc
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Client IP
Client host name
OS User

MAC

TTL

Origin

Failed logins
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Server IP

Server port
Server name
Session

SQL patterns
Network protocol
Application User
Timestamp
Source programs
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Actual SQL
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All SELECTS
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DML

DB user name

DB version

DB type

DB protocol

DB User

DB errors
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Application
wieb-browsing
facebook-baze
facebook-chat
dns
myspace-base
fitp
myspace-mail
flash
Myspace-im
photobucket
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Dashboard
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