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¢ Microsoft Baseline Security Analyzer 2.1

Microsoft

©I®] ¥ Bascline Security Analyzer

Check computers for common security misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft \Windows Server 2008 R2, Windows 7,
windows® Server 2003, Windows Server 2008, Windows Vists, Windows XP or Windows 2000, Scanning cofrputers for
security updates utilizes Windows Server Update Services, You must have administrator privileges for each computer you want o

SCan.

&' Scan a cormputer
Check a commputer using its name or 1P Address,

h" Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

H Wigw existing security scan reports
Wigw, print and copy the results fromm the previous scans.

2002-2009 Microsoft Corporation, All vights reserved.

. a
@ A new version of MBSA is available! Click here bo go to the download page
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- Scan acomputer — 4 A~ T "o

- Scan multiple computer — 45 7 - % %%

- View existing security scan reports — & LI 5 % > IR 2
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Microsoft

€18 ¥ Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its IP address.

Computer name: WORKGROUPLABTEST-MBSA v | (this computer)
P s e [
Security report name: |%D% - S C% (T ‘
D% = domain, %C% = computer, %:T% = date and time, %IP% = IP address
Options:

Check For Windows administrative vulner abilities
Check for weak passwords
Zheck For 115 administrative wulnersbilities
iZheck For SOL administrative vulnerabilities
heck for security updates
O Configure computers for Microsoft Update and scanning prerequisites

[ advanced Update Services options:

Learn mare about Scanning Options

a
@ A new version of MBSA is available! Click here ko go to the dowinload page

Start Scan ][ Cancel ]

IR
Check for Windows administrative vulnerabilities — # & Windows ¢ I 5 iff
Check for weak password — % #5352 & ¥ &
Check for 11S administrative vulnerabilities — # % IS ¢ i iF
Check for SQL administrative vulnerabilities — # % SQL ¢ /&
Check for security updates — # & % > { #7
Configure computers for Microsoft Update and scanning prerequisites — fic#ic { #7
foffde L0 22 TR T
Advanced Update Service Options — :&F# { #TPRF%:E 78
Scan using assigned Windows Server Update Services(WSUS) Servers only — #
fa 7 % dp T Windows Server Update Services(WSUS) i R &
- Scan using Microsoft Update only — # 4 ¥ i * Microsoft Update -



% Taiwan Academic Network Computer Emergency Response Team (TANet CERT)

TRt

¢ Microsoft Baseline Security Analyzer 2.1

Microsoft

€18 ¥ Baseline Security Analyzer

Report Details for WORKGROUP - LABTEST-MBSA (2010-12-07 09:21:36) b

Security assessment:
@ Incomplete Scan (Could not complete one or more requested checks.)

Computer name: WORKGROUP\LAETEST-MESA

IP address: 192.168.1.106

Security report name: WORKGROUP - LABTEST-MBSA (2010-12-7 47 09-21)
Scan date: 2010§12/7 £F 09:21

Scanned with MBSA version: 2.1.2112.0

Catalog synchronization date:

Sark Order: | Score {warsk First)

Security Update Scan Results

Score  Issue Result
! Securiby Computer has an older version of the client and security database demands a newer version. Current version is and minmum required version is
Updates 5.8.0,2678,

How to corvect this
windows Scan Results

Administrative Yulnerabilities

Score  Issue Result
o Automatic The Automatic Updates feature is disabled on this computer.
Updates What was scanned Huow ko correct this
0 Incomplete Ma incomplete software update installations were Found.
Updates What was scanned

{<][E3

@ A new version of MBSA is avallable! Click here ta go to the download page

& Prink this repart D Copy ta clipbaard Previous security report Mexk security repart g

&2 5% a

Microsoft Baseline Security Analyzer
Version 2.1.1 (2.1.2112.0)
(C) Copyright 2002-2009 Microsoft Corporation. All rights reserved.

BF RN E L ST o AT D)% P 4T (C:\Program Files\Microsoft
Baseline Security Analyzer 2)

MBSACLI [/target | /r | /d domain] [/n option] [/o file] [/qp] [/qe] [/qr]
[/qt] [/listfile file] [/xmlout] [/wa | /wi] [/catalog file] [/nvc] [/ia] [/mu] [/nd]
[/rd directory] [/?]

MBSACLI [/1] [/1s] [/Ir file] [/Id file] [/unicode] [/nvc] [/7]

. (Description)

This is a command line interface for Microsoft Baseline Security
Analyzer -
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- #c7| 4 (Parameter List)

% g o 3 &R e

[target domain\computer | Scan named computer.

[target IP Scan named IP address.

Ir IP-IP Scan named IP addresses range.

Mistfile File Scan named IP address or computer listed in the
specified file.

/d Domain Scan named domain (use NetBIOS compatible
domain name (Ex:MyDomain) instead of Fully
Qualified Domain Name(Ex:Mydomain.com)).

n Option Select which scans to NOT perform.Allchecks are
performed by default. Valid values:”OS”, “SQL”,
“11S”, “Updates”, “Password”, Can be
concatenated with “+”(no spaces).

Iwa Show only updates approved on the WSUS
server.

Iwi Show all updates even if not approved
on the WSUS server.

Invc Do not check for a new version of MBSA.

/o filename Output XML file name template.
Default: %D% - %C% (%T%).

lgp Don't display scan progress.

/gt Don't display the report by default
following a single-computer scan.

/ge Don't display error list.

lqr Don't display report list.

/q Do not display any of the preceding
items.

/unicode Output Unicode.

u username Scan using the specified username.

Ip password Scan using the specified password.

/catalog filename Specifies the data source that contains
the available security update information.

/ia Updates the prerequisite Windows
Update Agent components during a scan.

/mu Configures computers to use the
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Microsoft Update site for scanning.

/nd Do not download any files from the
Microsoft Web site when scanning.

/xmlout Run in updates only mode using only
mbsacli.exe and wusscan.dll. Only these
switches can be used with this option:
[catalog, /wa, /wi, /nvc, /unicode

/l List all reports available.

/ls List reports from the latest scan.

[lr filename Display overview report.

/ld filename Display detailed report.

/rd directory Save or Retrieve reports from the
specified directory.

1? Display this help/usage.

7 MBSACLI ® % # 8¢ Hd 2T T EF 20 A frlm iR 23t
F fi- ;% (Executing MBSACLI with no parameters scans the local computer for all
checksand displays the report in text-mode.)

i % 4 ] (Examples)
MBSACLI
MBSACLI /n Password+I1S+OS+SQL
MBSACLI /d MyDomain
MBSACLI /target 200.0.0.1
MBSACLI /r 200.0.0.1-200.0.0.50
MBSACLI /listfile export.txt
MBSACLI /Id "Domain - Computer (03-01-2002 12-00 AM)"
MBSACLI >c:\results.txt
MBSACLI /catalog c:\wsusscn2.cab /ia /nvc
MBSACLI /wa
MBSACLI /xmlout /catalog c:\temp\wsusscn2.cab /unicode >results.xml
MBSACLI /I /rd c:\scanreports
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C:“Program Files“Microsoft Baseline Security Analyzer 2>mbhsacli.exe
Microzoft Baseline Security Analyzer

Uersion 2.1.1 ¢2.1.2112.@>

(C> Copyright 20P2-2889 Microsoft Corporation. All rights reserved.

Scanning. ..
1 of 1 computer scans complete.

Scan Complete.

Security assesszment: Incomplete Scan

Computer name: LABTEST~LABTEST-MBSA

IP addreszs: 192.168.1.186

Security report name: LABTEST — LABTEST-MBSA <(Z2B818-12-8 J:iF 11-12>
Scan date: 2018-.12.8 I 11:12

Scanned with MBSA version: 2.1.2112.8

Catalog synchronization date:

Security Updates Scan Results

Issue: Security Updates

Score: Unable to scan

Result: Computer has an older version of the client and security data
haze demands a newer version. Current version iz and minmoum required version is
L.8.8.2678.
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Microsoft Baseline Security Analyzer 2.1 %} :
http://technet.microsoft.com/zh-tw/security/cc184923

Microsoft Baseline Security Analyzer 2.1 = §t 4 4t
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=ble76bbe-71df-41e8
-8b52-c871d012ba78&displaylang=en

Microsoft Baseline Security Analyzer 2.1 Q&A 3t :
http://technet.microsoft.com/zh-twi/security/cc184922
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