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HOME PCSECURITY ONLINE PRIVACY & SAFETY FAMILY SAFETY RESOURCES Worldwide | Get Support | Sign Up for Newsletter

Home > PC Security » Malicious Software Removal Tool

Safety products and scans Viruses and other malware Get online support

PC Security

laptop, or mobile device.

Security scanners, tools, and safety guidelines for your PC,

Firewalls

Malware Removal Tool

Security Updates

= Email @ share & Pprint

Get a security update, tool,
or scan

Security updates

= Free antivirus,
antispyware program
Free PC safety scan

- Download Malicious
Software Removal Tool

o

Protect my kids from
online risks

o

Protect my computer

o

Protect myself from scams

+

Protect my personal
information

+ Create strong passwords

Help students change
the world.

VOTE NOW
=z

imagine Xcup-| usa 2017

Malicious Software Removal Tool

|| Skip the details and download the tool

The Microsoft Windows Malicious Software Remaval Tool checks
computers running Windews 7, Windows Vista, Windews XP,
Windows 2000, and Windows Server 2003 for infections by
specific, prevalent malicious software—including Blaster, Sasser,
and Mydoom—and helps remove any infection found.

New additions
We have added detection and cleaning capabilities for the
following malicious software:

When the detection and removal process is complete, the tool * Afcore

displays a report describing the outcome, including which, if any,

See the complete list of malicious software cleaned by this tool.
malicious software was detected and removed.

Microsoft releases an updated version of this tool on the second Tuesday of each month, and as needed to respond to security incidents.
The tool is available from Microsoft Update, Windows Update and the Microsoft Download Center.

Note The version of the teol delivered by Microsoft Update and Windows Update runs in the background and then reports if an infection
is found. To run this tool more than once a month, use the version on this web page or install the version that is available in the
Download Center.

Because computers can appear te function nermally when infected, it's a goed idea te run this tool regularly even if your computer
seems to befine. You should also use up-to-date antivirus software, such as Microsoft Security Essentials, to help protect your computer
from other malicious software.

To download the latest version of this tool, visit the Microsoft Download Center,

You can also perform an online scan of your computer using the Windows Live OneCare safety scanner.

Get a free safety scan
To scan your computer for malicious and potentially unwanted software from a website, see the Windews Live OneCare safety scanner.

Windows Live OneCare safety scanner is an online service that you can use for free spyware removal, Use it to scan your computer to
help protect, clean, and keep your computer running its best. Use the free scan to check for and remove viruses, spyware, and other
potentially malicious software and to find vulnerabilities or shortcomings in your Internet security.

Protect your PC

To help protect your computer against a wide variety of security threats, see How to boost your malware defense and protect your PC.

Technical assistance

Contact your antivirus vendor for assistance with identifying o removing virus or werm infections. If you need more help with virus-
related issues, contact Microsoft Support.

If you would prefer to bring your computer to a local repair persen or to have someone come to you, use Microsoft Pinpoint to enter
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Microsoft Consumer Security Support Center (537
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0 Worm:Win32/Conficker.B
Worm:Win32/Cenficker.C

Virus:Win32/Sality. AM

Virus:Win32/Sality AT

Rogue:Win32/Winwebsec

Trojan:Win32/Rimecud.A

Virus:Win32/Virut.BN

Rogue:Win32/FakeSpypro

BackdoorWin32/FlyAgent.F
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http://www.microsoft.com/downloads/en/details.aspx?FamilylD=ble
76bbe-71df-41e8-8b52-c871d012ba78&displaylang=en

Microsoft: Download Center

Downloads A-Z Product Familiest Download Categories* Buy Now~ Help~
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Microsoft Baseline Security Analyzer 2.1.1 (for IT Professionals) AY Windows

Brief Description On this page

The Microsoft Baseline Security Analyzer provides a streamlined & Quick Details

method to identify missing security updates and common security & Overview
misconfigurations. MBSA 2.1.1 is a minor upgrade to add support . B,

for Windows 7 and Windows Server 2008 R2. S eI Reqienents

+ Instructions

+ Additional Information
& Related Resources

& What Others Are

Downloading
Files in this Download
The links in this section correspond to separate fles available in this download. Download the files most appropriate | Microsaft :
for you. Dynamies CRM Online
RM WITHIN
File Name: Size: Download files below c
OUTLOOK.
MBSASetup-x64-DE.msi 1.7 MB EASY AS EMAIL.

MBSASetup-x64-EN.msi 1.7 MB
MBSASetup-x64-FR. msi 1.7 MB
MBSASetup-X64-JA.msi 1.7 MB
MBSASetup-x86-DE.msi 1.5 MB
MBSASetup-x86-EN.msi 1.5MB
MBSASetup-x86-FR. msi 1.5 MB
MBSASetup-x86-JA.msi 1.6 MB

Quick Details
Version: 2.1.1
Date Published: 11/4/2009

o)
o)
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Microsoft

Baseline Security Analyzer

Check computers for common security misconfigurations.

computer
T e The Microsoft Baseline Security Analyzer can check computers running Microseft Windows
e ey e Server 2008 R2, Windows 7, Windows@® Server 2003, Windows Server 2008,
PN . - Windows Vista, Windows XP or Windows 2000. Scanning computers for security updates
QLT T O elne
Security An utilizes Windows Server Update Services. You must have administrator privileges for each

computer you want to scan.

I m Scan a computer I

Check a computer using its name or IP Address.

1

~'. Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

ﬁ View existing security scan reports
View, print and copy the results from the previous scans.

See Also
|
Microsoft Baseline Security ) ) )
Analyzer Help 1D 2002-2009 Microsoft Corparation. All rights reserved. m
Microsoft Security Web site A a
@ A new version of MBSA is available! Clidk here to go to the download page
\ T —

i
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Which computer do you want to scan?

Enter the name of the computer or its IP address.

Computer name: 2

IF address:

127 .0 .0 L |1 -

Security report name: '

%0 % - %C% (36T %)

%D % = domain, %C% = computer, %T% = date and time, %IP% = IP address

3

Ot

Chedck for Windows administrative vulnerabilities
Chedk for weak passwords

Check for IIS administrative vulnerabilities
Chedk for SQL administrative vulnerabilities
Chedk for security updates
Configure computers for Microsoft Update and scanning prerequisites
[ advanced Update Services options:

Learn more about Scanning Options

- B
& Microsoft Baseline Security Analyzer 2.1 Elﬂlg

m

l@l A new version of MBSA is available! Click here to go to the download page
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Microsoft on Rustock,
http://blogs.technet.com/b/microsoft on the issues/archive/2011/03/18/taki

ng-down-botnets-microsoft-and-the-rustock-botnet.aspx

Rustock Recovery Steps,

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Na

me=Win32%2fRustock

Microsoft Malicious Software Removal Tool,

http://www.microsoft.com/security/pc-security/malware-removal.aspx

Microsoft Safety Scanner,

http://www.microsoft.com/security/scanner/zh-tw/default.aspx

Microsoft Baseline Security Analyzer,

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=ble76bbe-71

df-41e8-8b52-c871d012ba78&displaylang=en
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